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Abstract: Multimodal recommender systems are widely used in content delivery and online services. The third-party vi-
sual and textual pretrained encoders are often reused to downstream recommenders through feature caches. This de-
coupled deployment improves efficiency but exposes pretrained components and cached representations to supply-chain
backdoors. If encoder outputs or cached features are covertly poisoned, attackers can bias target-user rankings without
changing model parameters or training data, while keeping overall performance nearly unchanged. To address this threat,
we propose MAGuard, a multi-view anomaly-gated defense framework. MAGuard detects poisoned representations by
fusing local consistency, collaborative behavior, ranking sensitivity, and global distributional deviation into an item-level
risk score. It then repairs recommendations at inference time by gating untrusted multimodal features and calibrating col-

laborative filtering scores, without model retraining. Experiments on MovieLens-10K and Amazon-TG show that MA-

s HER: 2026-08-18; &EIHEA: 2026-09-19
BIE1EE: V%, tao.tang@ieee.org

Foundation Items: This work received no .



. i

¥k

XX %

Guard effectively detects embedding-level backdoors and mitigates attacks with minimal performance loss. This work

supports pretrained-component auditing and Al supply-chain protection for multimodal recommender systems.
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N LightGT [ A 22N« EARSEIG H,  f/hAS
HEMEr N2, (NRESEDWLH A EE Y
fi, A% R R A N=500 ™40 it #4053 b
EUGFN SCA S B RFAIE 4

I3V E 2048 F1100. 7 BB AE — SUE RS )
W, A PCA KL 5 SCARRFIE S8 — [ 4E 22 50 4 .
Her BURPEERI A, FEath st B Le i 24, 2 R
FER BN’ A M={1.0,2.0,5.0}. ZiH KEE)
e, TWAEw, wy, wy w, D HEEN
0.2,0.4,0.3,0.1. 55 A0 AA HE 7 95 s 97 180 11 5
BN 100, HRGELES AR LLEI % 0.6: 04, 12
SR, BETEEME N0 AR
F LightGT ZRIA B H
4.4 FFNIERR

S WS R U 0 TR AN S B AR W A T T
K Rre
4.4.1 FHELN AR

ASCAHH A E 2 (Recall@K) 7 & 5 ) 6 l
B SE S T T o A S 14 ) A

Recall@K = M (24)
kA

Fi % (Precision@K) 77 &4 Wl HS 1) 1k 5 )
LSS 114 R EE A«
REA

K
ROC-AUC P 5 73 KO0 15 5 57 5 il (14
BT X B
Fl@K T 256 s i e 28 4 [o] 22
2 - Precision@K - Recall@K
Precision@K + Recall@K

Precision@K 25)

Fl@K = (26)
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%2 MovieLens BiEE FREITRNLER

%3 Amazon-TGHUIEE LRIRITRNER

Recall Precision F1 AUC-

Recall Precision F1 AUC-

Method Modality @100 @100 @100 ROC Method Modality @100 @100 @100 ROC
STRIP 0.00 0.00 0.00 22.29 STRIP 0.00 0.00 0.00 53.49
AC 0.00 0.00 0.00 55.51 AC 6.82 3.00 4.17 58.59
SS 0.00 0.00 0.00 44.42 SS 0.00 0.00 0.00 25.95
Vision Vision
IF 40.00 12.00 18.46 93.55 IF 4.55 2.00 2.78 87.20
DECREE 46.61 13.70 25.20 70.07 DECREE 18.18 8.64 11.71 71.34
Ours 53.33 16.00 24.61 76.22 Ours 29.55 13.00 18.06 70.08
STRIP 0.00 0.00 0.00 60.66 STRIP 0.00 0.00 0.00 45.12
AC 0.00 0.00 0.00 43.87 AC 2.27 1.00 1.39 54.69
SS 0.00 0.00 0.00 59.28 SS 0.00 0.00 0.00 49.04
Text Text
IF 6.67 2.00 3.08 63.71 IF 0.00 0.00 0.00 70.71
DECREE 36.67 11.56 17.60 72.48 DECREE 25.00 11.90 16.10 66.52
Ours 53.33 16.00 24.61 76.22 Ours 40.91 18.00 25.00 70.06
STRIP 0.00 0.00 0.00 48.65 STRIP 0.00 0.00 0.00 49.05
AC 0.00 0.00 0.00 46.15 AC 4.55 2.00 1.39 56.54
SS 0.00 0.00 0.00 53.35 SS 0.00 0.00 0.00 37.94
Both Both
IF 23.33 7.00 10.77 90.17 IF 9.09 4.00 5.56 81.22
DECREE 61.00 18.41 28.28 84.57 DECREE 22.73 10.00 13.89 72.18
Ours 76.67 23.00 35.38 88.02 Ours 34.09 15.00 20.82 70.09
4.4.2 EFHG T IAT B Tl T

A HIA— et Rt (NDCG@K)
FAEHF  (Precision@K) PFA1EE J5 H b 7 #E
PR A

N EMEAHER R G A% O HE M RE 240
RAEWE 25T HIRS R, AR NDCG
KE LK EH (Recovery Rate) :
NDCG 4 endea - NDCG

NDCG - NDCG

attacked (27)

attacked

Recovery =

origin
4.5 XTEESEIg
451 Ry xE

R EE = 07 PN S gt 2 BUG A7 452 T 5 G
(R N % XU, A SCEE LightGT i = 2Rk N2
Bobist: (D Wliasis gy, AR sk
Ny Q) ARG, NIMICARR: (3 M
BTGy, FRHMESAE M SCAR IR = fig sty
{R¥FE LightGT M8 5t IIZREdE . - - s
HEAEAHET AR, LA IR
fE. W E W LB R R BRI E TR R =G
Y, IE4 925 8L MAGuard 78 BB 5 B 0 WU &S

452 FFAAMECR

T2 34 H T [ E K=100 1R 90 45 53 .
FE4 J5 1185 1 7 AR I SR HE 7 3% S5 rh R LR
A% 55, STRIP. AC 1SS F MovieLens-100K ] =
KBl R Recall JLF3°80, £ Amazon-TG | AC
AAE B8 AR 25 3% 555 HL B 6.82% A14.55% 1A FR
Al 3X i B 73 AT 55 s I AR E 1 B
"W AR T M DA B2 3 I P 3% R U 70 B0k 78 1Y) Top-k
HEP o IF BARTE S 73 7 5t BB BUs AUC,  {H Top-
100 B S5 1T H B HAFEE - MovieLens A1 3 B
N IF ) Recall 24 40.00%, AUC-ROC }93.55%, Tfi
K R 5 B B B Amazon-TG #L 3 B i F, AUC-
ROC 1/53% 87.20% {H Recall {Y N 4.55%. iXFh 7%
B4 R B BT VA A B R R K R HE R ke 51 3%
AR, AT PR ] e TR B S kar Hh 26

A3k — 42 5] N\ DECREE 4% iF MAGuard 7£ fit
N 537 5 I AT XL % . DECREE 38 i 46 4 A 2%
RN A R RN S TTRREAS . SEie
45 9 5%, DECREE 7E MovieLens-100K X% 25 4
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KK %5 : MAGuard : [ 5] 2 RS HERR 5 10 200 7t 0 1 14 B A 22 <9

o N Y Recall@100 4 61.00%, & AL T 14 58 7 vk
IF 1 23.33%, {H3KT MAGuard /] 76.67%. L3
W 3% 5 o DECREE ) Recall 4 46.61%, /T IF
£ 40.00% A1 MAGuard [£) 53.33%

o
!

2

-
T

. W i * P » I .

K2 XS HCfErEAE RO L

|

3 . a s - - " .
L g L f ¢ o L g il

3 AL BT E AR H

g B

&
-3 B B B

Cm— s —r)|

& 8 o H

@ . ) s @ . * b
L . i »* o ¥ e

K4 WERSBOEAE B S ROR R

Z e SCARYH I SR AEE 5K, DECREE
N 36.67%, 1 MAGuard ik #] 53.33%. 7F 5 # 5i [1)
Amazon-TG ##i & I, XA~ DECREE Re-
call )\ MovieLens ] 61.00% [ % 22.73%, i MA-
Guard M 76.67% B& %5 34.09%,  AH X 5 Pl 18 B 5 /)N
XU A 4R R A3 (A I 5 AR A B R
5y %2 W 4, MAGuard 38 13 5 3 15 35 A0 B [7) 3t
WRRIENBRESHRR, EKEYRTREFES
Bk

5 B 4 4 LU ek — 25 U B 22 A0 A T 1 b B
. MovieLens-100K 22 & &E, ZO0¥Y 5 EA
IR EARFE, R UL R R 4 M AT A — S AT
DB fa E S 8. Amazon-TG 38 B 5 #i i ,

IEEY S 2 [AIRR ZE A E R E R R, R
— e H AR R R 5 2 BVEYE Ay AT RS . MA-
Guard 7£ Amazon-TG _ 24X} Recall il T

MovieLens-100K, {HAT) 7E A 5 XU I i
HOREF T Top-100 J5 I 178 75, Ut BB ki i A0 22 41
FABk

=4 S AENIER N ETHRSI0

AR S omb S beh Sris Sglo glc gz)l @FIIOO
- J 70.00 3231
. V 70.00 3231
0 v 56.67 26.15
0 N 53.40 24.61
0 N N 66.67 30.77
- J v 63.33 29.23
- J v N 70.00 3231
0 v N v 7333 33.85

ours v oo 76.67 3538

GRENS E K B 7 . IF 1 DECREE 7£ Ama-
zon-

TG L5 AUCIK Recall (WL R KB, B AEIVEAS
N5 B 2% 5 Top-k A B W 275 Je it R AR S,
AR 2 R AP dR bR, RS bris 578 55 52 R
TH R Se b HERE /T
453 WAEMRK

P 2- 181 3 R 4 23 Sl EL B IR &S . SCAR RS

ML ARSI T HERE B E AR . SREH
BN, B TSEREEHA — Rk ZIESHE
7258 . AT 78 %37 5 1] Recovery #2141, BHHAE
CUH 5 eI 2 RS HSAE B4k s A XL Bh, TR
bii ey 21187 NINCI NN S SRS PG R SRR S S
Fo XS ABI, AT 7E MovieLens-100K £l
Amazon-TG I ] Recovery 43 %l N -58.42% Al
-25.76%. FTHIFP HIVKE Z 85 2 52%, (HHs D>
BT FEARATSEE R, KSR A2 2 RS .
52 M, MAGuard @i 26 1A EEE,
R4t [FME S AT AT 55, E=ATdg s
MR HHRE YRR IRE R, 12

SEAE 5% IXUELE R, BE M CHIFEE
W STREAN AR, T A2 HE R RN S G RR A

AL FEERAT, IS W A 73 Hob 5 30 15 fib
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ARE. HTZEBREFEBIILG, THERE R
B 0 B S P S ) P 2 B A
4.6 JHELSLIG
4.6.1 ZANLFARIAL

TR 2 Y Rl S 56 2 SRR TR 2 R B — B (s )
AT IR ZE (s )~ HETBUBPEERN (s, )~ TIHE
PERE, SRWMKA4FR. B—MAHEMLERER,
DU AN 2 B pl 4 IF Recall@100 43 51 24 70.00% -
70.00%- 56.67% F153.40%, it W HE2 574 15 5 15
B RGeS, AH S — R A M DL e 7 7 55 AN TR
KM JGIIRAE. B Rit—PRM, #
F& Local. Behavior. Ranking I Global /5, Recall
I R ZE 66.67% 63.33%. 70.00% £ 73.33%,
XF N F1AH R 58 2 18 Y (1) 35.38% [ &2 30.77%-
29.23%. 32.31% F133.85%. A, JR#asig 5
FAT AR F BRI ESAW, HEF BURTER R 3hAS
Peahue B2, T4 R 20 A A T 3R 6 06 F o BA
T RN S o DY o R (R4 P ) A
7 1) Recall@100=76.67% 1 F1@100=35.38%, it
WIS A S B BB AN, A G RE SR D
R AR IR, AR BT AR HER] .

(a) MovieLens

MREMEE (%)

T
&6
i?‘_
o
o | == Recallig100 (%) |
"1 = NDCG Recovery (%)
{ [
55 64 T3 82 %1
BEEH (n: 1-n)
(b) Amazon-TG
45
0
i 80 gy
o ®
AL 3 5
®# sl
351 —8— Recall@100 (%) B
=8 Recovery Rate (%)
65

55 64 73 82 9:1

BAEH (n: 1-m
BEs S TRE A B R A v
4.6.2 SH/RAM G LR S ) 3E

AR TG B LL A o 5 Bl R s, AR SCAE
MovieLens-100K 1 Amazon-TG HJ XU A I

dr FHEATIH R SESS . 18] 5(a) R P, fE MovieL-
ens-100K b, 5305 g E 2 0.8 B, Recall@
100 £ F] 76.67%, {HE L FIECD) PN T2
Jull, f# NDCG Recovery f#%

{REETF IS HLL T bk M HUR

HEEE W

45 . 53
- 0.1% 0.3% 5% 1.0%
EIFSRLEH
El6 AKi5 4 skl Az e M3
7276 % ;% nZFTF 0.66F,Recall A 63.33%, 1

Recovery 2 71 & 87.69%. 41 5(b), 7 F #
. KRBTSR Amazon-TG L, F# &5tk i
0.5 3% 0.8 i, Recall B 27.27% T4 40.91%,
{H Recovery Hi 85.36% P& % 72.85%. 4k&:ig
% 0.9 J5, Recall B&[%% 38.64%, Recovery if—3*5
P2 68.73%. IX 15 BH £ w1 J= 3 ks Wl EL A A5 ) T 93K
MK R BRI S, A sty
KT 36 B F ) 55 57 R0 A AN . 286 N0
B, Ag—xKH 0.6 ENBUANKE, MR
MBE ) 5 HEFE M REVK 2 2 (B AR R e
4.6.3 MART H o A) 3w AR AR M IR E

RIS AR AT Je L) R IR RS e i, A
SCE SURAT15 G LA 35 Gt it 015 4 R A7)
I, Ff7E MovieLens-100K RUBL S K7 il
i 0.1% - 1.0% BG4k w6 s, FEA&ETS
PeLb I B#{%, Global-only [ Recall@100 i 72.82%

FBEZE 52.00%, 1 AUC 36 &A% FFE 4 86%,
Ut IAICTS G 28 32 M 55 7 5 A ALE [ 7€ Top-100 Tii
HPMERERE, MASEERSMAES TEk
% . Full MAGuard [ Recall M 64.28% &€ #2 T+ &
79.38%, AUC W 2 YEFF1EL) 88%, i — 0 i W]
Z AR RLE B EARARTS Qe s P IR R e 1S
I TAsr I §E 77 o

5 4ERIE

A SCEE X 2RSS RGP RS T
W, 2 2 LM TR AHE S MAGuard, il
NRGIREE AT E N S PSR AV B S P S a P N
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